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These training slides are a resource that
DOD and Industry can use to provide to
personnel required to complete CUI training.
The training fulfills CUI training requirements.
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IMPORTANT

The FIRST thing you should do BEFORE working with
CUlis to

(customer, prime, agency, GCA etc.) to validate
CUI requirements.

Always obtain clear, written verification and guidance on
how to receive, handle, store material under your
contract/customer (i.e., CUI marking guide).

Work with the Defense Counterintelligence Security
Agency (DCSA) to assist with guidance if you are unable
to obtain from the IO.

Once you start marking things CUI,
you now have network and other requirements
you must adhere to.




CONTENTS

o To o To I

o o To >

UNCLASSIFIED

Introduction

Why?

Previous Markings

How and Who Decides?

CUI Life Cycle
Create/Receive
Identify/Designate
Mark/Label
Storage/Safeguard
Disseminate
Decontrol/Destroy

To To To To T I»

Unauthorized Disclosure/Disciplinary Actions
Wrap Up
References

Certificate of Completion

UNCLASSIFIED




UNCLASSIFIED

INTRODUCTION Federal agencies routinely generate, use, store, and
share information that requires some level of protection

from unauthorized access and release.

Protection may be required for privacy, law
enforcement, or other reasons pursuant to and
consistent with law, regulation, and/or Government-
wide policy.

Historically, each agency developed its own practices
for sensitive unclassified information, resulting in a
patchwork of systems.

The Controlled Unclassified Information (CUI)
program represents an unprecedented
Initiative to standardize practices.
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WHY CUI TRAINING?

CUI training will be conducted ANNUALLY and, at a minimum, must include the
following items (per CUI Notice 2016-01 and DoDI 5200.48):

1.
2.

10.

11.

UNCLASSIFIED

Convey individual responsibilities related to protecting CUI,

Identify the categories or subcategories routinely handled by agency
personnel and any special handling requirements
(i.e., for CUI Specified);

Describe the CUI Registry, its purpose, structure, and location
(i.e., http://www.archives.gov/cui/);

Describe the differences between CUI Basic and CUI Specified;

Identify the offices or organizations with oversight responsibility for the CUI
Program;

Address CUI marking requirements, as described by agency policy;

Address the required physical safeguards and methods for protecting CUI,
as described by agency policy;

Address the destruction requirements and methods, as described by
agency policy;

Address the incident reporting procedures, as described by agency policy;

Address the methods and practices for properly sharing or disseminating
CUI within the agency and with external entities inside and outside the
Executive branch; and

Address the methods and practices for properly decontrolling CUI, as
described by agency policy.
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NOTE: Industry organizations may
develop their own CUI training.

This presentation captures all 11
categories, but Industry may instead use
this training to meet the requirement:
DoD CDSE CUI course
https://securityhub.usalearning.gov/.



https://www.archives.gov/files/2016-cuio-notice-2016-01-implementation-guidance.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520048p.PDF
http://www.archives.gov/cui/
https://securityhub.usalearning.gov/
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PREVIOUS/
LEGACY MARKINGS

1. FOUO as a marking identification should no longer to be utilized.

A Engage with Information Owners that are still using FOUO and reach out to
DCSAto assist if needed.

2. Legacy information (such as FOUO, SBU) does not automatically become CUL.
It must be reviewed by the Information Owner to determine if it meets the CUI
requirements.

A Legacy marked information stored on a DoD access-controlled website or
database does not need to be re-marked as CUI.

A When legacy information is incorporated into, or cited in, another document or
material, it must be reviewed for CUI and marked accordingly.

3. Itis our responsibility to protect legacy information until such time that the 10
reviews the information to determine if the data meets the CUI requirements
and re-marks this data accordingly.

Legacy Distribution Statements

Legacy CUI technical documents and materials have used distribution statements in
order to address the shared responsibility between the DoD and its contractor to
safeguard this information. This was done for legacy CUI creation, transmission,
receipt, storage, distribution, decontrol, and approved disposition authorities, including
destruction.
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HOW DO THEY DECIDE?

There is aregistry for that!

There are TWO registries. Depending upon who the owner of the information is will
determine which registry is used. The Information Owner (I0) of the CUI must consult
the appropriate registry to find the indexes and categories used to identify the various

types of CUL.

ISOO Reqistry The National CUI Registry

contains Indexes and categories for the
entire Executive Branch and should be
consulted for non-DOD contracts.

INA \RCHIVES

Controlled Unclassified Information (CUI)

@‘ CUI Categories
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CUI Categories

https://www.archives.gov/cui/registry/category-list

DoD Registry The DOD CUI
Registry aligns each Index and
Category to DOD issuances.

Search DODCUI Q
DoD CUI PROGRAM
WOME . ABOUTUS .  CONTACT . G
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The DoD CUI Registry has been revised to include the laws, regulations, and government-wide policies requiring the safeguarding of
each CUI category. The Registry Is available in both Excel and PDF formats:

DoD CUI Registry (Excel)
DoD CUI Registry (PDF)

STAY CONNECTED

https://www.dodcui.mil/Home/DoD-CUI-Registry
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CATEGORIES OF CUI

For information to be considered CUI,
it must fall within a category, such as:

Critical Infrastructure
Defense

Export Control

Financial and Tax
Immigration

Intelligence

International Agreements
Law Enforcement

Legal

Natural and Cultural Resources
NATO

Nuclear

Patent

Privacy

Procurement and Acquisition
Proprietary Business Information
Provisional (for DHS use only)
Statistical
Transportation

To B0 Po Do To Do Do o Do Do o Do Do Do Do Do Do Do Do



https://www.dodcui.mil/Home/DoD-CUI-Registry
https://www.archives.gov/cui/registry/category-list
https://www.archives.gov/cui/registry/category-list
https://www.dodcui.mil/Home/DoD-CUI-Registry
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WHO DECIDES?

The Information Owner (10) of a document or Information Owners include:

material is responsible for determining, at the time A DoD civilian and military personnel

of creation, whether information in a document or A Agencies

material falls into a CUI category. If so, the 10 is A Contractors providing support to the DoD
responsible for applying the appropriate CUI pursuant to contractual requirements

markings and dissemination controls accordingly.
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CUI LIFECYCLE

STORE
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CUl is information created or
generated in support of a
Government contract.

Whenever CUI is distributed, the
Information Owner shall ensure who
they are distributing to has the proper
controls for receiving and protecting
CUI.

However, It S
responsibility to identify if they
receive CUI and handle
accordingly.

every
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CUI is created when put on
paper or entered into an
Information system.
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CREATING CUI What is CUI?
A CuUlis generally government-created or owned information that requires safeguarding or WHAT IS NOT CUI?
dissemination controls consistent with applicable laws, regulations and government wide o
po”cies_ A Classified

information or a

A Anyone can be an Information Owner and create CUI as long as it is generated for, or on classification

behalf of, an Executive Branch agency under a contract and it falls into one of the over one

hundred DOD CUI categories. However, in most situations, Industry will be guided by its A Corporate
customer (the I nformation Owner) on what is C intellectual property i snodt .
A CuUlis not aclassificationand should not be referred to as (uqlesl,sdcrtégtedfor as CUI
to phrase it is ndesignated as CUI . 0 or inciuded in
requirements related
A CUl is not corporate intellectual property, unless created for or included in requirements to a government
related to a Government contract. Contractors should consult with their Government contract)

Contracting Activity (GCA) to make this determination.
g Activity (GCA) A Publicly available

A Access to CUI is based on having a lawful government purpose which is similar to information
the need-to-know concept for access to classified or FOUO type information but intentionally
less stringent.

A Material cannot be marked CUI in order to:

A Conceal violations of the law, inefficiency, or administrative errors.
A Prevent embarrassment to a person, organization, or agency.
A Prevent open competition.
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CREATING CUI CUI Category Types

Once the category of CUI is determined then it will then fall under one of these two:

CUI Basic is any category of CUI which CUI Specified has different marking and handling requirements.

a law, regulation, or Government-wide It is designed to accommodate the specific requirements of
policy says must be protected, but certain customers. CUl Specifiedi s NOT a #fdAhigher | ev
doesndt provi de any igsimplydifferent anchcanmat lmeaghored or overlooked because
about how to protect it. of laws, Federal regulations and government-wide policies.
n SPECIAL
— HANDLING

AN
et "
c -
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CREATING CUI Receiving CUI

The Defense Industrial Base (DIB) should Current

understand what types of sensitive A September 2020, Interim DFARS rule 2019-D041 imposed new
information they have. A contractor should requirements

ensure safeguards for sensitive information

also flow down to subcontractors. A Contractors working with CUI must now conduct an internal self-assessment
A FAR 52.204-21 defines 15 specific based on NIST 800-171.
safeguarding controls to protect FCI. A Contractors must upload their assessment scores into the Supplier

Performance Risk System (SPRS). Before making an award, contracting

A The Defense FAR Supplement (DFARS) officers now have to verify the SPRS score is not more than 3 years old.

252.204-7012 lists the safeguarding controls

to protect CUI. The family of controls come A The contractor must have a System Security Plan (SSP) for all covered

from the National Institute of Standards and systems. For each control not met, the contractor must address within Plan of
Technology (NIST) Special Publication (SP) Action and Milestones (POAM). Here is a CUI plan of action template and a
800-171. CUI SSP template.

Coming soon
Cybersecurity Maturity Model Certification (CMMC).
Find out more here: https://www.acq.osd.mil/cmmc/faqg.html
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https://www.acquisition.gov/far/52.204-21-0
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/policy/policyvault/USA001243-20-DPC.pdf
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/CUI-Plan-of-Action-Template-final.docx
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/CUI-SSP-Template-final.docx
https://www.acq.osd.mil/cmmc/faq.html
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The Information Owner
of the CUI material is
responsible for marking
the material before
distributing so that
anyone receiving the CUI
can properly identify it.
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/© IDENTIFY & DESIGNATE |dentification

A The identification of CUI is critical in
determining what sensitive information
needs to be protected.

A CUI is generated for or on behalf of an
agency within the Executive Branch under

a contract and determines if the
information falls into one of the more than This Information
one hundred categories of CUIl in the

cannot be

] ; marked as CUI.
National CUI Reaqistry.

WHAT IS NOT CUI?
A Classified information or a classification

A Corporate intellectual property (unless
created for or included in requirements
related to a government contract)

A Publicly available information
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https://www.archives.gov/cui/

